
Technology has enabled and empowered banks and 

financial firms to penetrate hitherto untouched 

market segments which have remained beyond the 

reach of formal financial systems and players 

despite significant progress in financial delivery 

methods. In recent years, technology-driven modes 

of financing, new financial business models, 

specialized financial services, and products are 

emerging and driving FinTech innovation in areas 

such as P2P lending, wealth management, 

microfinance, smart-contract, AI/ML-based 

decision analysis systems, and robot-advisory, and 

have started to shape the regulatory engagements 

and discourse. Integral to this discourse are the 

issues concerning data sharing, data access, and to a 

large extent data democratization.

Digital exchange of financial data can become the 

building block for new emerging service models, 

removing inefficiencies in the system and opening 

new product possibilities. Therefore, regulators 

and national authorities are beginning to 

acknowledge the fact that enabling a simplified 

framework for financial information data 

exchange has the potential to transform the 

financial systems and may lead to product 

innovation and better facilitation of financial 

services for customers and end-users. The financial 

data access and distribution has significant 

implications not only for the concerned 

stakeholder institutions but also for future 

economic growth. In this regard, it has also been 

observed that while sharing of bank-held, 

customer-permission data with third parties have 

been taking place for several years, increased use of 

digital devices and rapidly advancing data 

aggregation techniques are transforming retail 

banking services across the globe. This sharing of 

customer-permission data by banks with third 

parties is leveraged to build applications and 

services that provide faster and easier payments, 

greater financial transparency and options for 

account holders, new and improved account 

services, as well as additional marketing and cross-

selling opportunities.

In September 2016, RBI announced the creation of 

a new licensed entity called Account Aggregator 

(AA) and allowed them to consolidate financial 

information of a customer held with different 

financial entities, spread across financial sector 

regulators. In India, an AA acts as an intermediary 

between Financial Information Provider (FIP) such 

as bank, banking company, non-banking financial 

company, asset management company, depository, 

depository participant, insurance company, 

insurance repository, pension fund, etc., and 

Financial Information User (FIU) which are 

entities registered with and regulated by any 

financial sector regulator. The flow of information 

takes place through appropriate Application 

Programming Interfaces (APIs).

The emphasis of the regulatory framework for AAs 

is on explicit customer consent for data sharing. 

No financial information of the customer is to be 

retrieved, shared, or transferred without the 

explicit consent of the customer. The other tenets 

of this open banking initiative in India are - 
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financial data integrity, security & confidentiality, 

robust IT governance & controls, and strong 

customer protection & grievance redressal 

mechanism. To facilitate seamless movement of 

data & consent-based sharing of financial 

information in the AA ecosystem, a set of core 

technical specifications have been framed by 

Reserve Bank Information Technology Private 

Limited (ReBIT), a wholly-owned subsidiary of the 

RBI for adoption by all regulated entities, acting 

either as Financial Information Providers (FIP) or 

Financial Information Users (FIU) in November 

2019. The AA is a regulatory initiative in India 

under a hybrid model which is a combination of 

prescriptive & facilitative approaches and is in its 

early stages of development. 

Some of the risks associated with Open Banking 

include financial privacy and data security, 

customer liability, cybersecurity and operational 

risks, compliance and reputational risk as well as 

grievance redressal.

Open Banking is a potential disruptor in the 

financial system and may change the way of doing 

banking for both- customers and banks. New pure 

tech-play entities have the potential to snatch 

market share from established but traditional 

f inancial insti tutions because they are 

technologically more advanced, digitally agile to 

cater to customer needs with higher efficiency, have 

a better user interface, and are more competitive in 

pricing. India has embraced an approach where 

both the Regulator and the market have 

collaborated for the development of the Open 

Banking space. RBI and NPCI came out with a 

payment system like UPI and released its API for 

the banks and third-party app providers to build 

upon. The market participants are also driving 

innovation and many banks are releasing their 

APIs and joining forces with the fintech companies 

to provide a better experience to their customers. 

Moreover, with the launch of Regulatory Sandbox 

and Reserve Bank Innovation Hub, RBI's approach 

has been that of encouragement and guidance. At 

the same time, all stakeholders need to appreciate 

the fact that while technological innovation is of 

paramount importance, customer privacy and data 

protection are non-negotiable. It is necessary to 

generate trust amongst the customers that their 

data is safe and secure in all their financial 

relationships with regulated entities and for that - 

innovation and regulation should go hand-in-

hand. 

Source: www.rbi.org.in
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